An electronic waybill (e-Waybill) is a service whose purpose is to replace the paper waybill, which is a paper documents that traditionally follows a consignment during transport. An important purpose of the e-Waybill is to achieve a paperless flow of information during freight transport. In this paper, we investigate five e-Waybill solutions, that is, system design specifications for the e-Waybill, regarding their non-functional (technical) requirements. In addition, we discuss how well existing technologies are able to fulfil the identified requirements. We have identified that information storage, synchronization and conflict management, access control, and communication are important categories of technical requirements of the e-Waybill service. We argue that the identified technical requirements can be used to support the process of designing and implementing the e-Waybill service.
specifications for the e-Waybill service. The five solutions differ in where (at back-office and/or at the freight level) the e-Waybill information is stored, and where e-Waybill users are allowed to read and write e-Waybill information. A common property of the earlier e-Waybill initiatives is that they are based on storage of the e-Waybill information only at back-office (i.e., in a back-office system), whereas the solutions in [1] also considers information storage by the freight.
In this paper, which is an improved version of Chapter 2 of the Licentiate thesis by S. Bakhtyar [6] , we contribute an extended analysis of the e-Waybill solutions provided in [1] . In particular, we identify and elaborate on the non-functional (technical) requirements of the solutions. We consider this to be important in order to support the implementation of an e-Waybill service that make use of storage both at back-office and by the freight. We regard the identification of the technical requirements of the e-Waybill service and the elaboration of technologies that can be used to implement the requirements as the main contribution of this paper.
The paper is organized in the following way. Our research methodology is presented in Section 2, followed in Section 3 by a discussion on the e-Waybill service and the recently proposed solutions for implementing the e-Waybill. The technical requirements for the e-Waybill solutions are identified in Section 4, followed in Section 5 by a detailed discussion on the identified technical requirements. The paper is concluded in Section 6.
Methodology
The requirements of a system are usually classified as functional and non-functional, where the functional requirements define what the system should do, and the non-functional requirements define how to achieve the functional requirements. Non-functional requirements can also be defined as attributes or constraints on a system [7] , and they may have a significant effect on the design and implementation decisions taken during the development of a system [7] . There exist several methods that can be used to identify the functional and non-functional requirements of a system. We used the structured analysis and design technique (SADT) method in [8] , which is regarded as a classical work on requirements engineering, in order to identify the functional and non-functional requirements of the e-Waybill service (see also, [9] , [10] ).
SADT suggests that the requirements of a system should be identified in a process involving three steps. The first step concerns identifying the context, and it should establish why the system is needed. The purpose of the second step is to identify what the system should do, by identifying what features are required in order to allow the system to operate in its context. The third step concerns identifying the non-functional (technical) requirements of the system, by determining how the system should be constructed.
The first two steps of SADT were implicitly addressed in previous work [1] . In this paper, the focus is on the third step, which we use in order to identify the technical requirements of the e-Waybill service. We derive these requirements by analyzing the implications of the functional requirements from the perspective of the five e-Waybill solutions suggested in [1] . Additionally, by studying the literature, we identify the existing technologies with potential to fulfil the technical requirements of the e-Waybill service. For each of the five e-Waybill solutions, we then elaborate on how the identified technologies are able to fulfil the technical requirements of the service. It should be mentioned that a functional requirement typically can be mapped into one or more technical requirement [11] . We argue that this justifies our approach of using the functional requirements as a starting point for identifying technical requirements.
We define an e-Waybill as a service that provides the functions of a traditional paper waybill, and which is capable of storing, at least, the information present in a paper waybill. Furthermore, we refer to an e-Waybill solution as a design specification for the e-Waybill service. As mentioned above, the five solutions suggested in [1] differ in where the e-Waybill information is stored, and where read and write access are provided to the e-Waybill information. The e-Waybill information can be stored in an information system at the back-office (i.e., at the back-office level) and/or by the freight (i.e., at the freight-level), which is often inside the vehicle. It should be noted that access to information at the freight-level typically requires physical access to the freight. The two storage locations gives, together with the three properties of storage, and read and write access, the following six properties that can be used to define e-Waybill solutions: 1) The e-Waybill information is stored at back-office.
2) The e-Waybill information is stored by the freight, for example, in a hand-held device or on RFID tags. 3) Read access is given to e-Waybill information stored at back-office. 4) Read access is given to e-Waybill information stored by the freight. 5) Write access is given to e-Waybill information stored at back-office. It should be noted that the write access includes the possibility to update already written e-Waybill information. 6) Write access is given to e-Waybill information stored by the freight.
Based on these 6 properties, the authors in [1] identified the five e-Waybill solutions that are specified in Table 1 .
It is important to mention here that for e-Waybill solution 5, a copy of the e-Waybill should also be stored at the back-office; however, this copy of the e-Waybill is not synchronized with the e-Waybill stored by the freight. Hence, the up-to-date e-Waybill information is only present at the freight-level. 
Requirements Identification
In this section, we present the technical requirements of the e-Waybill service, which we have identified by following the SADT method (see Section 2). The first and seconds steps of the method have been mainly addressed in [1] , and they are discussed in the two first subsections of this section. The third step, whose outcome is the main contribution of this paper, and in which the technical requirements are identified, is discussed in the third subsection of this section.
 Step 1: Why is an e-Waybill service needed? As discussed in Section 1, the e-Waybill service, as an electronic replacement of the paper waybill, has potential to contribute to a paperless flow of information in freight transport and faster flow of freight information Additionally, the e-Waybill service may reduce the administrative costs that are typically associated with paper waybills, for example, since paper waybills need physical storage space, and since there are situations (mainly in transport involving multiple carriers) that require that the same information is written on several waybills. By utilizing on synergies between ITS services, the e-Waybill service, if implemented with storage of the e-Waybill information both at back-office and at the freight-level, also has the potential to contribute to increased use of ITS services.

Step 2: What are the functional requirements of the e-Waybill service? As an electronic replacement of the paper waybill, the e-Waybill service should provide the same functions as the paper waybill: 1) It should be able to prove that there exists a contract for transport, which is important since there should exist an agreement specifying the conditions for transport. 2) It should be able to show which actors have been in control of the consignment, who is currently in control, and who will be in control in the future. 3) It should be able to store the essential consignment information.
We also consider authorized read and write access to the e-Waybill information as a functional requirement (requirement four) of the e-Waybill service, even though this is not directly implied from the functions of a paper waybill. The reason is that an e-Waybill, in particular when back-office storage is used, has the potential to be accessed by users without physical access to the storage medium, which is not the case for a paper waybill. Bakhtyar et al. [1] argue that the five considered e-Waybill solutions, which specify the locations for storage, and read and write access to the waybill information, are capable of providing the identified functions of the e-Waybill service. We have therefore chosen to use the five e-Waybill solutions provided in [1] as input to the technical requirement specifications step (step 3 of SADT), which is presented in the next subsection.
 Step 3: What are the technical requirements of the e-Waybill service?
As mentioned above, we based the technical requirement identification process on the identified functional requirements of the e-Waybill service and the three properties of storage, and read and write access, which are central in the considered e-Waybill solutions. The identified technical requirements are further discussed in Section 5.
There are several technical requirements concerning the third functional requirement, that is, that the e-Waybill should be able to store the essential e-Waybill information. Each of the five e-Waybill solutions specifies whether the e-Waybill information should be stored at back-office, by the freight, or at both of these locations. The types of storage medium needs to be chosen in a way that it allows read and write access to the e-Waybill information at the location(s) where read and write access should be provided, respectively. In addition, the storage medium needs to be large enough to store all relevant e-Waybill information, as well as any other information that is considered relevant to store. To address the functional requirement of read and write access (the fourth requirement), the e-Waybill information may be read and written only by authorized actors, and there should exist some type of mechanism to enable authorized read and write access. Hence, we regard access control, including authentication control, as an important technical requirement of the e-Waybill. It might also be relevant to store the e-Waybill information in an encrypted form, which is important, for example, in situations where it is impossible to prevent physical access to the storage medium.
To address the first and second functional requirements of the e-Waybill, that is, it should be able to prove that there exists a contract for transport and it should be to show which actors been (currently is and will be) in control of the consignment, we also consider communication as an important category of technical requirements. In order to enable read and write access to the e-Waybill information, there needs to exist fast and reliable communication links between the e-Waybill information storage locations and the actors with access rights. The communication links may be permanently active, or active only when an actor or a system needs to access the information. When the e-Waybill information is stored both at back-office and by the freight, there also needs to exist communication links between the two e-Waybill information storage locations. Finally, it is important to emphasize that the communication links need to be secure enough to ensure that only authorized users are able access the e-Waybill information in clear text, that is, in an unencrypted form.
For the e-Waybill solutions 2, 3, and 4 (where the e-Waybill information is stored, and can be read, both at the back-office and by the freight) there is a need for synchronization in order to make sure that an up-to-date version of the e-Waybill information is available for read access at both of the storage locations: the updates made at one location need to be made also at the other location. Conflict management is needed in solution 2, where write access is provided at both of the storage locations, in order to deal with conflicts that may occur due to simultaneous updates. In summary, we have identified four categories of technical requirements, which we further elaborate on in the next section, that is, 1) information storage, 2) access control, 3) communication, and 4) synchronization and conflict management.
Discussion on the Technical Requirements
In this section, we provide a detailed discussion on the identified technical requirements of the e-Waybill service. In addition, we elaborate on existing technologies, which might be used to fulfil the identified requirements.
Information Storage
The type of e-Waybill information is necessary to take into account, when choosing the type of storage media to use, because different types of information puts different requirements on the storage media. Some of the e-Waybill information remains static throughout a transport, for example, goods id and type, as well as specification of the consigner and the consignee. The e-Waybill also includes dynamic information, for example, the information about who is currently in control of the consignment, which is updated whenever a new actor (e.g., a carrier) takes over the responsibility for consignment. Barcode labels would work for static e-Waybill information; however, the limited storage capabilities of barcode labels typically make it impossible to use them for storing all of the e-Waybill information. An option would be to use a barcode label to store only the e-Waybill identifier, while the remaining information could be stored in a handheld device. For dynamic information, a possible choice is to use RFID tags, which have larger storage capabilities than barcode labels. The e-Waybill information may be also stored, potentially in combination with other storage medias, in handheld devices, and in the On Board Unit (OBU) of a vehicle or in similar systems, for example, in terminals. A handheld device with barcode or RFID tag reading capabilities can be used to scan the goods, and transmit information to other storage medias, such as an OBU. At back-office, for example, a customer order system or an Electronic Data Interchange (EDI) system (see, e.g., [12] ), is capable of storing the e-Waybill information. In addition, the storage media should have the capability to allow read and write access to the e-Waybill information. For the e-Waybill information stored at back-office, this can be achieved via an Internet connection. At the freight-level, there are different options for storing the e-Waybill information. For example, actors with physical access to the freight may connect to the e-Waybill using a handheld device with capabilities to read barcode labels or RFID tags. As mentioned above, information can also be stored in OBUs or in similar systems, which may be accessed using short distance wireless communication.
The storage media should have the capability to allow only legitimate actors to access the e-Waybill information. This can be achieved by using some kind of authentication control mechanism, for example, including an electronic signature. Access control mechanisms are further discussed in the next section. In order to further protect the e-Waybill information, there are situations where the information needs to be stored in an encrypted form. There exist several algorithms that can be used to encrypt and decrypt the e-Waybill information, for example, symmetric-key and asymmetric-key cipher techniques. At the back-office level, as well as in OBU's and handheld devices, any type of state-of-the-art cryptographic techniques (see, e.g., [2] ) can be used. An example of a technique that can be used to together with RFID tags is public-key cryptography, which was suggested in [13] .
As mentioned above, the e-Waybill information may be stored by the freight using barcode labels, but their limited storage capabilities and non-line-of-sight, as well as the impossibility for multiple-tag simultaneous-reading from a short distance, make RFID more efficient than barcode labels [14] . RFID tags are a possible alternative because of their storing, updating, communication, and information security capabilities. An e-Waybill contains sensitive information about a consignment, and RFID tags have been earlier used to store sensitive information, such as biometric data and electronic signatures, for example, in passports [15] . Additionally, RFID tags have the capability to incorporate sensor readings, which makes it possible to use them in applications that require monitoring, asset management, and tracking [16] . Examples from the literature show that the integration of RFID and the Internet may enable supply chain management systems with capabilities such as inventory monitoring, and track and trace of goods [14] , [17] , [18] .
Access Control
There exist several mechanisms that can be used in order to control who should be allowed to access what resources, for example, role-based access control, task-based authorization control, and the fine-grained object approach (see, [19] ). For each of the e-Waybill solutions specified in Table 1 , there needs to be proper authentication and authorization mechanisms at each of the locations where the e-Waybill information is available for read and/or write access. For example, in e-Waybill solution 2, which allows read and write access at both the back-office and by the freight, authentication and authorization access control needs to be implemented at both locations.
Authentication concerns proving that a user is the person who he or she claims to be. For the e-Waybill, the access control mechanism must ensure that only legitimate actors or systems should be able to use the service. In addition, a particular actor or system should only be given access to read and write e-Waybill information based on what they are authorized to do. Traditionally, username and password are used to authenticate actors who want to access a system. Another way to ensure that only authorized users are given access to the e-Waybill information is to use an electronic signature, which can be used in order to guarantee that only genuine actors are able to write e-Waybill information. There should be a mechanism to prove the integrity of an electronic signature, in order to validate that a particular signature is associated with a genuine actor or system. A private-public key encryption mechanism can be used to implement an electronic signature, where the signature is encrypted using the private key of the signer and decrypted using a public key by the verifier. A certification authority (CA) could be responsible for handling the public keys of an actor or system, and in that way verify that a particular actor or system is the owner of a particular public key [16] .
For authorization control, there exist several models, which are all based on two authorization models, that is, mandatory and discretionary access control (see, e.g., [20] - [23] ). We believe that a customized authorization mechanism should be developed primarily based on the preferences of the organizations using a particular e-Waybill system. The organization's preferences are important to consider, because different organizations may have different policies for accessing the e-Waybill information. It should be up to the involved organizations to decide which e-Waybill information to be accessible by a particular actor.
Communication
For enabling the users to access the e-Waybill, there should exist communication links between the storage locations (where access is provided) and the actors with access rights. As will be discussed in the next subsection, for the e-Waybill solutions that store the e-Waybill information both at the back-office and by the freight, there also needs to exist a communication link for synchronization between the two storage locations. The communication links need to be active only when the e-Waybill information is accessed or synchronized.
The distance over which communication needs to occur may have implications on the type of communication link that could be used. The e-Waybill information stored at back-office may typically be accessed using an Internet connection. In this case the communication distance does not really matter, since the Internet is accessible worldwide. For actors with physical access to the freight, communication could occur directly using a handheld device or short-distance wireless communication, for example, Bluetooth and Wi-Fi. Short-distance communication can also be used for communication in case multiple types of storage medias are used at the freight level, for example, both RFID tags and an OBU. Remote communication, which is important for synchronization purposes, requires that the e-Waybill information is stored in a device with an Internet connection.
In order to prevent unauthorized access to the e-Waybill information, the communication links need to be secured. For short distance communication, there exist networking techniques that enable secure communication, including Wi-Fi, Bluetooth, and ZigBee (see, e.g., [24] , [25] ). For communication over the Internet, there is typically a need to secure the information using cryptographic techniques.
Synchronization and Conflict Management
As mentioned in the previous subsection, there is a need for a communication link, for synchronization, between back-office and the freight-level, for those e-Waybill solutions that store e-Waybill information at both of the locations. Synchronization is important in order to make sure that up-to-date e-Waybill information is available at both storage locations.
In solutions 3 and 4, where the e-Waybill information may be written at only one location, at back-office in solution 3 and at the freight-level in solution 4, synchronization only requires replicating the up-to-date information from the location where write access is provided to the other location. In solution 2, write access is given both at back-office and at the freight-level, and simultaneous updates of the e-Waybill information may result in update conflicts. Therefore, there is a need for a conflict management mechanism.
Defining access rights (authorization) for different actors may be helpful in order to prevent conflicts, because limiting the access rights of the users as much as possible reduces the possibility of conflicts. As mentioned in Section 5.2, we believe that there is a need for a customized access control mechanism, since organizations typically have different actors with different roles. It should be up to the organizations involved in a consignment to define which parts of the e-Waybill information should be accessible, for read and write respectively, for a particular actor at a particular location. For example, a consigner may have access to the e-Waybill information only at the back-office, whereas a driver may only have access at the freight-level.
Another approach is to completely avoid update conflicts, for example, by using sessions (see, [26] ) when updating the e-Waybill information. In this type of mechanism, only one actor (or system) is allowed to update (write) the e-Waybill information at the same time. Once an actor requests to update the e-Waybill information, a session manager locks the e-Waybill service for updates by other actors. If more than one actor wants to update the e-Waybill information at the same time, the session manager has a choice to use either a time-based or role-based access policy. In a time-based policy, the actors that request to update the e-Waybill information are placed in a queue, and in a role-based policy, importance is given to the role of an actor. In the latter case, a priority needs to be defined for each of a number of organizational roles.
Conclusion
We have identified and elaborated on the technical requirements for different system designs of the
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e-Waybill service, based on the properties of storing and accessing the e-Waybill information at the back-office and at the freight-level. The identified technical requirements are derived from the functional requirements of the e-Waybill service and they concern aspects related to information storage, access control, communication, and synchronization and conflict management. In addition, we have discussed existing technologies regarding how they are able to fulfil the identified requirements.
We have considered five e-Waybill solutions, which can be seen as abstract system design specifications for the e-Waybill service (see Table 1 ). These solutions are of three types: solution 1 is a back-office solution, solution 5 is a freight-level solution, and solutions 2, 3, and 4 are both back-office and freight-level solutions, which differ only in where write access is given to the e-Waybill information. We conclude that there are technical requirements, which are common for all of the solutions, for example, the need to protect the e-Waybill information using cryptographic techniques and authorization control. There are also requirements that only concern some of the solutions, mainly synchronization and conflict management. For solutions 2, 3, and 4, where the e-Waybill information is stored (and read access is provided) both at back-office and by the freight, there is a need for synchronization in order to maintain up-to-date versions of the e-Waybill information at both locations. Solution 2 also requires a mechanism for resolving conflicts that may occur as a consequence of simultaneous updates. The reason is that solution 2 provides write access at both of the locations. For solutions 1 and 5, where the e-Waybill information is stored only at one location, there is no need for synchronization and conflict management. At back-office, where the e-Waybill information is typically stored in an information system, the identified technical requirements can be fulfilled using standard technologies. For example, access may be provided and controlled using an Internet connection and standard access control mechanisms. For information stored by the freight, there are typically more options regarding how to fulfil the technical requirements. The e-Waybill information may be stored, for example, directly on the freight (using barcode labels or RFID tags), in handheld devices, or in the OBUs of the vehicles that carry the freight. It is also possible to use multiple storage medias, where electronic communication needs to occur in between. For example, barcode labels could be used to store static information about a consignment, and other storage medias could be used to store dynamic information. Short distance communication may be based on technologies, such as Bluetooth and Wi-Fi. Long distance communications links using the Internet need to exist in order to enable synchronization and conflict management and to allow remote actors to access the e-Waybill information. It is important to secure these communication links using cryptographic techniques, in order to prevent unauthorized access to the e-Waybill information. In Table 2 , we summarize the identified technical requirements for each of the five e-Waybill solutions. The identified technical requirements may, to a large extent, solve the implementation challenges identified in the e-Freight project (see, [5] ) for implementing the e-Freight multimodal e-Waybill. Cane et al. [5] identified accessibility, communication, interoperability, security, ownership, and authentication as the main implementation challenges for their multimodal e-Waybill solution, which is also based on storage of e-Waybill information at different locations. Accessibility concerns having access to the e-Waybill information at the right time and place. The technical requirements, identified in this paper, regarding information storage have the potential to solve the challenge of accessibility by ensuring that the e-Waybill information is accessible where it is stored. The communication challenge concerns the capability to exchange e-Waybill information between all the actors. This challenge is addressed by the technical requirements that concern access control and communication. The challenge of security is about authentication and authorization, and can be addressed by the technical requirements for read and write access control. The ownership of business data is about users having control of their own business data and it can be ensured by considering the technical requirements for encrypting the e-Waybill information and synchronization between the different e-Waybill information storage locations. It is our belief that the identified technical requirements can be used to support the process of designing and implementing the e-Waybill service. We argue that the organizational preferences also need to be considered in the design process, in particular concerning the choice of a proper access control mechanisms. However, in order to achieve acceptance of an e-Waybill service, we suggest that it, at least in its early versions, should allow the users to work in a similar way as they are used to work with a paper waybill. Therefore, the e-Waybill service should not require significant organizational changes for the involved actors. In addition, an organization interested in implementing the e-Waybill service could consider the technical requirements discussed in this paper in order to support the process of choosing which of the five e-Waybill solutions to use, as well as to choose which technologies to use when implementing the chosen e-Waybill solution. extensions.
